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>4?6$1;@?644*6$4A84644*B$3.0'(C6B4."06DE 
'4FG.3  !(H6'6@IEJ(?K0AL6$4M"6$47HNBO$!4F.J>(3'.6D$4J(?P#.;K$*M!#.QR)M"4R>P.3 

P#.*R(.0'(C6B4."06DE  /.1.  ,<<= 
 

 

SNQBLG/HT"$6$4B$3'B;S"S(QLM">U7789H"BO$M!#4R>J99J(?K0AL6$4M"6$4-0N-).DFG.D$4   

6$44H9D)3'.6D$4J(?P#.*R(  -(.N7"6$4BO$A84644*>4H9'>(LGQ"V>'>W"4R>J99P.3A84644* 

B$3.0'(C6B4."06DE*$6PXY"  4K*ZX3'.6D$4!4F.P#.;K$*BLGVN#*L6$47HNBO$!4F.J>(3M!#.QR)M"4R>P.3P#.*R(

.0'(C6B4."06DEM"[$Q!(H3  J(?SNQBLG6\!*$QK)$N#KQA84644*B$3.0'(C6B4."06DE6O$!"NM!#6$47HNBO$ 

!4F.J>(3'.6D$4J(?P#.;K$*M!#.QR)M"4R>P.3P#.*R(.0'(C6B4."06DE'>W"V>-$*!(H6'6@IEJ(?K0AL6$4 

BLG;@?644*6$4A84644*B$3.0'(C6B4."06DE6O$!"N 

.$1HQ.O$"$7-$*;K$*M"*$-4$   +,/+  K44;D.3  J!)3/4?4$59H]]H-0K)$N#KQA84644* 

B$3.0'(C6B4."06DE  /.1.  ,<%%  X̂G3J6#VP'/0G*'-0*SNQ/4?4$59H]]H-0K)$N#KQA84644*B$3.0'(C6B4."06DE  

(_9H9BLG  ,)  /.1.  ,<<+  ;@?644*6$4A84644*B$3.0'(C6B4."06DE7X3..6>4?6$1VK#  NH3-).V>"LY 

P#. + >4?6$1"LY'4LQ6K)$  “>4?6$1;@?644*6$4A84644*B$3.0'(C6B4."06DE  '4FG.3  !(H6'6@IE

J(?K0AL6$4M"6$47HNBO$!4F.J>(3'.6D$4J(?P#.;K$*M!#.QR)M"4R>P.3P#.*R(.0'(C6B4."06DE  /.1.  ,<<=” 

P#. , M">4?6$1"LY 

“6$47HNBO$!4F.J>(3'.6D$4J(?P#.;K$*M!#.QR)M"4R>P.3P#.*R(.0'(C6B4."06DE”  !*$Q;K$*K)$  

6$47HNBO$!4F.J>(3'.6D$4J(?P#.;K$*-$*>4?6$1;@?644*6$4A84644*B$3.0'(C6B4."06DE_9H9"LY   

“`R#7HNBO$!4F.J>(3”  !*$Q;K$*K)$  98;;(`R#7HNBO$!4F.J>(3'.6D$4J(?P#.;K$*M!#.QR)M"4R>P.3

P#.*R(.0'(C6B4."06DE  J(?M!#!*$Q;K$*4K*ZX3  98;;(`R#7HNBO$!4F.J>(3P#.;K$*'DLQ3  !4F.KLN0BH1"E 

M!#.QR)M"4R>P.3P#.*R(.0'(C6B4."06DE 

“'.6D$4”  !*$Q;K$*K)$  64?N$2!4F.KH-Z8.FG"MN X̂G3VN#BO$M!#>4$6a;K$*!*$QN#KQ-HK.H624  -HK'(P  

`H3  !4F.J`"J99.Q)$3.FG"7?'>W"SNQK0AL/0*/E  Z)$Q[$/!4F.K0AL.FG".H"'>W"!(H6b$"J!)3;K$*!*$Q"HY"   

“'*-$N$-$”  (Metadata)  !*$Q;K$*K)$  P#.*R(BLGM5#6O$6H9J(?.A09$QP#.*R(.FG" 
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P#. = 6$47HNBO$!4F.J>(3'.6D$4J(?P#.;K$*M!#.QR)M"4R>P.3P#.*R(.0'(C6B4."06DE   

M!#'>W"V>-$*!(H6'6@IEJ(?K0AL6$4NH3-).V>"LY   

(+) P#.*R(.0'(C6B4."06DEBLG7HNBO$!4F.J>(3-#.3*L;K$*!*$Q!4F.4R>J99'!*F."6H9'.6D$4

J(?P#.;K$*'N0* L̂G3"O$*$7HNBO$!4F.J>(3M!#.QR)M"4R>P.3P#.*R(.0'(C6B4."06DE  SNQ`R#7HNBO$!4F.J>(3

7?-#.3-4K7D.9J(?4H94.3K)$P#.*R(.0'(C6B4."06DE"HY"  *L;K$*!*$Q!4F.4R>J99'!*F."6H9'.6D$4 

J(?P#.;K$*'N0* 

(,) P#.*R(.0'(C6B4."06DE-#.37HNBO$!4F.J>(3PXY"N#KQK0AL6$4BLG'5FG.ZF.VN#M"6$44?98-HK-"

`R#7HNBO$!4F.J>(3BLG4H9`0N5.9M"6$47HNBO$!4F.J>(3"HY"   

(=) P#.*R(.0'(C6B4."06DE-#.37HNBO$!4F.J>(3SNQ*L'B;S"S(QLJ(?*$-46$4>d.36H"*0M!#*L6$4

'>(LGQ"J>(3!4F.J6#VP'60NPXY"6H9P#.*R("HY"  'K#"J-)6$44H94.3!4F.9H"BX6'/0G*'-0*  X̂G3V*)*L`(-).

;K$*!*$QP.3P#.*R(.0'(C6B4."06DE 

4$Q(?'.LQNP.3K0AL6$4M"6$47HNBO$!4F.J>(3'.6D$4J(?P#.;K$*M!#.QR)M"4R>P.3P#.*R(

.0'(C6B4."06DEM!#'>W"V>-$*BLG6O$!"NVK#M"P#.  %  ZX3P#.  e 

P#. % 6$47HNBO$!4F.J>(3'.6D$4J(?P#.;K$*M!#.QR)M"4R>P.3P#.*R(.0'(C6B4."06DE   

M!#*L64?9K"6$4M"6$47HNBO$!4F.J>(3'.6D$4J(?P#.;K$*.Q)$3"#.Q  NH3"LY 

(+) 64?9K"6$47HNBO$!4F.J>(3'.6D$4J(?P#.;K$*M!#'>W"P#.*R(.0'(C6B4."06DEN#KQK0AL6$4

B$3.0'(C6B4."06DE   

(,) 64?9K"6$4-4K7D.9J(?4H94.3K)$P#.*R(.0'(C6B4."06DEBLG7HNBO$!4F.J>(3"HY" 

*L;K$*!*$Q'!*F."6H9'.6D$4J(?P#.;K$*'N0*   

(=) 64?9K"6$49H"BX6!(H6b$"6$4NO$'"0"3$"6$47HNBO$!4F.J>(3'.6D$4J(?P#.;K$* 

M!#.QR)M"4R>P.3P#.*R(.0'(C6B4."06DE   

(%) 64?9K"6$49H"BX6'*-$N$-$M"4R>J99.0'(C6B4."06DEBLG'>W"P#.;K$*944Q$QD$4?DO$;H]  

P.3'.6D$4J(?P#.;K$*  X̂G3-#.3;4.9;(8*M!#D$*$4ZDF9;#"'.6D$4J(?P#.;K$*"HY"VN#ZR6-#.3 
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P#. < 6$47HNBO$!4F.J>(3'.6D$4J(?P#.;K$*N#KQK0AL6$4B$3.0 '(C6B4."06DE  M!#*L

`R#4H9`0N5.9NO$'"0"3$"M"6$47HNBO$!4F.J>(3M"'4FG.3P.3K0AL6$4NH36()$K.Q)$3"#.QNH3-).V>"LY 

(+) 7HNBO$!4F.J>(3'.6D$4J(?P#.;K$*M!#.QR)M"4R>P.3P#.*R(.0'(C6B4."06DE 

(,) -4K7D.9J(?4H94.3;K$*ZR6-#.3J(?;49Z#K"P.3P#.*R(.0'(C6B4."06DEBLGVN#7$66$4

7HNBO$!4F.J>(3'.6D$4J(?P#.;K$*M!#.QR)M"4R>P.3P#.*R(.0'(C6B4."06DE  K)$P#.*R(.0'(C6B4."06DE   

*L;K$*!*$Q!4F.4R>J99'!*F."6H9'.6D$4J(?P#.;K$*'N0* 

(=) -4K7D.964?9K"6$47HNBO$!4F.J>(3'.6D$4J(?P#.;K$*M!#.QR)M"4R>P.3P#.*R(

.0'(C6B4."06DEM!#'>W"V>-$*BLG6O$!"NVK#   

(%) -4K7D.9J(?4H94.3;K$*ZR6-#.3J(?;49Z#K"P.3'*-$N$-$  -$*P#.  %  (%) 

P#. : 6$47HNBO$!4F.J>(3'.6D$4J(?P#.;K$*N#KQK0AL6$4B$3.0'(C6B4."06DE  M!#*L6$4

6O$!"N*$-46$4'6LGQK6H96$44H62$;K$**HG";3>(.N[HQP.3P#.*R(.0'(C6B4."06DE  X̂G3'>W"K0AL6$4BLG'5FG.ZF.VN#  

.Q)$3"#.Q-#.3;4.9;(8*!HKP#.-).V>"LY 

(+) 6$44?98-HK-"  (Identification)   

(,) 6$4QF"QH"-HK-"  (Authentication) 

(=) ."8]$-'_/$?`R#*LD0BA0'P#$ZX3  (Authorization) 

(%) ;K$*4H9`0N5.9-).`(P.36$464?BO$  (Accountability) 

BHY3"LY  '/FG.M!#D$*$4ZQF"QH"VN#K)$  P#.*R(.0'(C6B4."06DEBLG*L6$47HNBO$!4F.J>(3VN#NO$'"0"6$4

SNQ`R#*LD0BA0M"6$4'P#$ZX3'B)$"HY"  `R#*LD0BA0M"6$4'P#$ZX3NH36()$KM!#!*$Q;K$*4K*ZX3`R#4H9`0N5.9

NO$'"0"3$"7HNBO$!4F.J>(3J(?`R#BLG*LD0BA0-4K7D.9-$*P#.  <  N#KQ  X̂G37?'>W"98;;('NLQK6H"!4F.V*)6CVN# 

P#. & 6$47HNBO$!4F.J>(3'.6D$4J(?P#.;K$*M!#.QR)M"4R>P.3P#.*R(.0'(C6B4."06DE"HY"   

M!#P#.*R(.0'(C6B4."06DE*L;K$*(?'.LQNJ(?;K$*5HN'7"P.3'.6D$4J(?P#.;K$*'N0* 

P#. c M!#`R#7HNBO$!4F.J>(3  *L!"#$BLG4H62$J(?NO$43D[$/P.34?996$47HNBO$!4F.J>(3

'.6D$4VK#M!#D*9R4@E'/FG.M!#*L6$46O$6H9NRJ(!4F.6$4-4K7D.9VN#-(.N'K($7$6;@?644*6$4A84644*

B$3.0 '(C6B4."06DE!4F.!")KQ3$".FG"BLG;@?644*6$4A84644*B$3.0 '(C6B4."06DE*.9!*$Q   

!4F.!")KQ3$"BLG6O$!"NVK#'>W".Q)$3.FG"M">4?6$1_9H9"LY 
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P#. e 6$4NO$'"0"6$4-$*P#.  %  ZX3  P#.  c  M!#`R#7HNBO$!4F.J>(3  7HNBO$K0AL>a09H-0BLGD.N;(#.36H9
(H62@?3$".3;E64J(?>4?'[BP.36$4BO$A84644*.Q)$3'!*$?D*  SNQM!#M5#P#.6O$!"NK0AL>a09H-0BHGKV>
!4F.-$*P#.6O$!"NK0AL>a09H-0'_/$?A84644*9$3>4?'[B  M"6$47HNBO$!4F.J>(3'.6D$4J(?P#.;K$* 

M!#.QR)M"4R>P.3P#.*R(.0'(C6B4."06DE-$*P#.6O$!"NJ"9B#$Q>4?6$1"LY'>W"*$-4b$"PHY"-GO$M"6$4
NO$'"0"3$"J(#KJ-)64@L 

P#. +f >4?6$1"LYM!#M5#9H3;H9-HY3J-)KH"ZHN7$6KH">4?6$1M"4$56077$"8'962$'>W"-#"V> 

 

>4?6$1  @  KH"BLG  =f  6H"Q$Q"  /.1.  ,<<= 

78-0  V64g62E 
4Hb*"-4LK)$6$464?B4K3'B;S"S(QLD$4D"'B1J(?6$4DFG.D$4 

>4?A$"644*6$4A84644*B$3.0'(C6B4."06DE 



!"#$%&'()*(+,"&-./0$&1230$//4$&/56/$//4,&7#89:;$,/#(8$<=   
9/>?#7 ':@$9$3A=*:0B85C$&/D($&/E@),%&'/>#*.:79#$<&/*:0!"#2B&4 

D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<= H.1. IJJK 

L+@+,C? M   
BG&)"B-!"#$%&'()B85C.N8+@O8D($&/E@),%&'/>#*.:79#$<&/*:0!"#2B&4 

D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<= 
------------------------------- 

 

'4B) M 
+,,@?BP. 

!"# M  D($&/E@),%&'/>#*.:79#$<&/*:0!"#2B&4D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<=  
D'"QF"E@),%&'/>#*.:7.N8+@O8O&4!"#$%&'()(CR9.S(4&O/T&(!@R(O?%& 9B"(*OG4&O/T&(!@R(O?%&D(+&79/>?#7(@R( 
E048P)"UF$(%&4&DV" 

 

'4B) I 

B85CE@),%&'/>#*.:79#$<&/*:0!"#2B&4 

 !"# I  QF"E@),%&'/>#*.:7O"#7O/BE<#+9#$<&/*:0!"#2B&4,C?E0(%&P.E@),%&'/>#*.:7D'"9.S(
!"#4F:#89:;$,/#(8$<= W)-H8E&/3&2B&42/+U"B(!#7!"#2B&4,@R7'4) E%&(B('("& $&/E@)9/C-7:%&)@+
9(>R#'& /F.*++!#7$&/(%&9<(#9#$<&/*:0!"#2B&4 *:0O"#7+@(,X$*':G7,C?4&!#79#$<&/*:0!"#2B&4
(@R( D($/3C,C?9#$<&/'/>#!"#2B&4,C?E@),%&'/>#*.:7(@R(9.S(9#$<&/O"(L+@+ '/>#<%&9(& $;D'"+@(,X$*:0
*<)7W)-V@)*E"7UX7:@$Y309#$<&/'/>#!"#2B&4(@R()"B-BG&9.S(O"(L+@+'/>#<%&9(&  

!"# K  4&O/T&(!@R(O?%&<%&'/@+2B&4:09#C-)!#7Z&H (Resolution) 2># 
(M) Z&H:&-9<"( '/>#Z&H!&B)%& #-G&7("#- 150 E6)OG#(8RB (dot per inch '/># dpi)  

(I) Z&H<C9,& #-G&7("#- 200 E6)OG#(8RB 
(K) Z&H<C #-G&7("#- 300 E6)OG#(8RB 
([) Z&H<%&'/@+7&(9B;+#-G&79)C-B #-G&7("#- 72 E6)OG#(8RB  
!"# [  4&O/T&(!@R(O?%&<%&'/@+2B&4:09#C-)!#7<C (Bit Depth) 2># 
(M) Z&H!&B-)%& 4C2G&2B&4:09#C-)!#7<C9,G&$@+ 1 +8O (bit) 

(I) Z&H<C9,& (grayscale) 4C2G&2B&4:09#C-)!#7<C9,G&$@+ 8 +8O 
(K) Z&H<C 4C2G&2B&4:09#C-)!#7<C9,G&$@+ 24 +8O 
!"# J  4&O/T&(!@R(O?%&<%&'/@+$&/*.:7<@\\&3#(&:;#$9.S(<@\\&()8E8,@: D($/3C,C?!"#2B&4

9.S(9<C-7O"#74C#@O/&<6G4!"#4F:<@\\&39<C-7!@R(O?%&,C? 44.1 $8W:9]8/=O^ (kHz) *:0E%&(B(!#7!"#4F:
<@\\&39<C-7,C?<6G4!@R(O?%&,C? 16 +8O 

!"# _  4&O/T&(!@R(O?%&<%&'/@+$&/*.:7<@\\&3#(&:;#$9.S(<@\\&()8E8,@: D($/3C,C?!"#2B&4
9.S(BC)8,@1(= O"#74C4&O/T&(!@R(O?%& )@7(CR 



 (M) #@O/&$&/<6G4!"#4F:O@B#-G&72B&4<BG&75!#7*<7 (Luminance) 4C4&O/T&(!@R(O?%&,C? 13.5 

94$$09]8/=O^ (MHz) 

 (I) E%&(B(!"#4F:O@B#-G&72B&4<BG&7!#7*<7 4C4&O/T&(!@R(O?%&,C? 8 +8OOG#E6)Z&H (bits per 

pixel: bpp) 

 (K) E%&(B(!"#4F:O@B#-G&72B&49!"4!#7<C (Chrominance) 4C4&O/T&(!@R(O?%&,C? 4 +8OOG#E6)Z&H 

(bits per pixel: bpp) 

 ([) 2G&2B&4<BG&7!#7*<7 (Luminance Resolution) 9,G&$@+ 720 E6)OG#Z&H (pixel) x 485 9<"( 
(active line) 

 (J) 2G&2B&4:09#C-)!#7<C (Chrominance Resolution) 9,G&$@+ 360 E6)OG#Z&H (pixel) x 485 9<"( 
(active line) 

!"# `  QF"E@),%&'/>#*.:7O"#7O@R7V>?#Pa:=!"#4F:#89:;$,/#(8$<=,C?4C2B&4'4&-<>?#UX79(>R#'&!#7
!"#4F:9H>?#<&4&/U<>+2"(P)" V>?#Pa:=)@7$:G&BE0O"#7P4G R̂%&$@( 

!"# b  94>?#)%&9(8($&/*:"B QF"E@),%&'/>#*.:7O"#7O/BE,&(2B&4UF$O"#7 2/+U"B( !#7!"#4F:
#89:;$,/#(8$<=,C?P)"E@),%&'/>#*.:7)"B- 

 

'4B) K 

$&/O/BE<#+*:0/@+/#7 
 

  !"# c QF"E@),%&'/>#*.:7O"#7E@)D'"4C$&/O/BE<#+*:0$&//@+/#7263Z&H$/0+B($&/E@),%&'/>#
*.:79#$<&/*:0!"#2B&4D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<= *:0$&/O/BE<#+*:0/@+/#7263Z&H
!"#4F:#89:;$,/#(8$<= *:0E@)D'"4C$&//&-7&($&/O/BE<#+*:0/@+/#7263Z&H 9H>?#DV"D($&/->(-@(/0++
$&/E@)$&/!#7O( 

  !"# Md $&/O/BE<#+*:0/@+/#7263Z&HO"#72/#+2:64UX79/>?#7 )@7OG#P.(CR           

(M) 263Z&H!#792/>?#74>#*:0#6.$/3=,C?DV"D($&/)%&9(8($&/ 
(I) !@R(O#($&/)%&9(8($&/  
(K) 263Z&H*:02B&4UF$O"#7!#7!"#4F:#89:;$,/#(8$<=,C?QG&($&/E@),%&'/>#*.:7 
([) 263Z&H*:02B&4UF$O"#7!#7!"#4F:#89:;$,/#(8$<=,C?DV"D($&//0+6O@BO(!#7QF"E@),%&'/>#*.:7 

 !"# MM D($/3C$&/)%&9(8($&/<%&'/@+!"#4F:#89:;$,/#(8$<=,C?4C./84&34&$ '/>#$&//B4!"#4F:
E%&(B(4&$9.S(V6)9)C-B $&/O/BE<#+*:0/@+/#7#&EDV"$&/<6G4O@B#-G&7D(9V87<U8O8 9H>?#O/BE<#+P)" 
 

'4B) [ 

$&/+@(,X$ 
 

 !"# MI  QF"E@),%&'/>#*.:7O"#7E@)D'"4C$&/+@(,X$$&/)%&9(8($&/PB"9.S(':@$T&( W)-O"#7+@(,X$
/&-$&/ )@7OG#P.(CR 

(M) V>?#'/>#/&-$&/!"#4F:#89:;$,/#(8$<=,C?E@),%&'/>#*.:7  
(I) V>?#QF"E@),%&'/>#*.:7 

-I-



(K) W./*$/4*:0/F.*++,C?DV"D($&/E@),%&'/>#*.:7  
([) B@( 9)>#( .e *:09B:&,C?E@),%&'/>#*.:7 
(J) ':@$T&($&/O/BE<#+*:0/@+/#7263Z&H*:02B&4UF$O"#7!#7!"#4F:#89:;$,/#(8$<= 

BG&4C2B&4'4&-9'4>#($@+9#$<&/*:0!"#2B&49)84 
 !"# MK QF"E@),%&'/>#*.:7O"#7E@)D'"4C$&/+@(,X$94O&)&O& (Metadata) ,C?*<)7<&/0<%&2@\ 

#@(9.S(263:@$Y309LH&0*:0/&-:09#C-)!#7!"#4F:#89:;$,/#(8$<=(@R(f W)-E0O"#7./0$#+)"B-
<GB(./0$#+<%&2@\!#7!"#4F:#89:;$,/#(8$<= P)"*$G 9(>R#'& (9VG( V>?#9/>?#7 '@B9/>?#7 O"(L+@+/*':G7,C?4& 
!#+9!O) +/8+, (9VG( ,/@H-=<8(,&7.g\\&'/>#<8,58D(7&((@R( QF"</"&7<//2=Q:7&( QF"4C<GB(/GB4 
D(Q:7&() *:0W2/7</"&7 (9VG( B@( 9)>#( .e ,C?</"&7Q:7&( ./09Z,!#79(>R#'& /F.*++!#7$&/(%&9<(#
Q:7&( O@B+G7VCR'/>#O@B/0+6UX7,/@H-&$/) X̂?7E0VGB-D'"<&4&/U<>+2"(9#$<&/*:0!"#2B&4P)"#-G&7
UF$O"#7*:04C./0<8,58Z&H  

 

'4B) J 

QF"/@+Q8)V#+ 
 

 !"# M[ D'"QF"E@),%&'/>#*.:7$%&'()O@B+622:QF"/@+Q8)V#+D(9/>?#7)@7OG#P.(CR D'"V@)9E( 
(M) QF"E@),%&'/>#*.:79#$<&/*:0!"#2B&4D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<= 
(I) QF"O/BE<#+263Z&H!#7!"#4F:#89:;$,/#(8$<=,C?QG&($&/E@),%&'/>#*.:7 
(K) QF"O/BE<#+*:0/@+/#7$/0+B($&/E@),%&'/>#*.:79#$<&/*:0!"#2B&4D'"#-FGD(/F.!#7

!"#4F:#89:;$,/#(8$<= O&4!"# c 
([) QF"O/BE<#+*:0/@+/#72B&4UF$O"#7*:02/+U"B(!#794O&)&O& O&4!"# MK 

 

'4B) _ 
2B&44@?(27.:#)Z@- 

 

!"# MJ D'"QF"E@),%&'/>#*.:7O"#7$%&'()4&O/$&//@$Y&2B&44@?(27.:#)Z@-!#7!"#4F:
#89:;$,/#(8$<= )"B-B85C$&/,C?9V>?#U>#P)" W)-D'"2/#+2:644&O/$&/9$C?-B$@+$&//@$Y&2B&44@?(27
.:#)Z@-!#7!"#4F:#89:;$,/#(8$<= #-G&7("#-O"#72/#+2:64'@B!"#OG#P.(CR 

(M) $&/:7,09+C-(QF"DV"7&( (user registration) W)-O"#7$%&'()D'"4C!@R(O#($&/.N8+@O8
<%&'/@+$&/:7,09+C-(QF"DV"7&(9H>?#*<)7O@BO(9H>?#/@+$&/#(6\&OD'"9!"&UX7!"#4F:#89:;$,/#(8$<= *:0 
$&/O@)##$E&$,09+C-(!#7QF"DV"7&(94>?#4C$&/-$9:8$9H8$U#($&/#(6\&O)@7$:G&B 

(I) $&/+/8'&/E@)$&/<8,58!#7QF"DV"7&( (user management) W)-O"#7E@)D'"4C$&/2B+264
*:0E%&$@)<8,589H>?#9!"&UX7*:0DV"7&(!"#4F:#89:;$,/#(8$<=*OG:0V(8)O&42B&49'4&0<4 

(K) $&/+/8'&/E@)$&//'@<QG&(<%&'/@+QF"DV"7&( (user password management) W)-O"#7 
E@)D'"4C$/0+B($&/+/8'&/E@)$&//'@<QG&(<%&'/@+QF"DV"7&(#-G&7/@)$64 

([) $&/,+,B(<8,58$&/9!"&UX7!#7QF"DV"7&( (review of user access rights) W)-O"#7E@)D'"
4C$/0+B($&/,+,B(<8,58$&/9!"&UX7!#7QF"DV"7&(!"#4F:#89:;$,/#(8$<=O&4/0-09B:&,C?$%&'()PB" 
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(J) $&/DV"/'@<QG&( (password use) W)-O"#7$%&'()*(B.N8+@O8,C?)C<%&'/@+QF"DV"7&(D($&/
$%&'()/'@<QG&( $&/DV"7&(/'@<QG&( *:0$&/9.:C?-(/'@<QG&(,C?4C263Z&H 

(_) $&/.h#7$@(#6.$/3=D(!30,C?P4G4CQF"DV"7&(,C?#6.$/3= O"#7$%&'()!"#.N8+@O8,C?9'4&0<4
9H>?#.h#7$@(P4GD'"QF"P4G4C<8,58<&4&/U9!"&UX7#6.$/3=D(!30,C?P4G4CQF")F*: 
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!"#$%&'()*(+,"&-./0$&1230$//4$&/56/$//4,&7#89:;$,/#(8$<=   
9/>?#7 ':@$9$3A=*:0B85C$&/D($&/E@),%&'/>#*.:79#$<&/*:0!"#2B&4 

D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<= H.1. IJJK 

L+@+,C? I   

BG&)"B-!"#$%&'()B85C.N8+@O8D($&/E@),%&'/>#*.:79#$<&/*:0!"#2B&4 
D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<= 

<%&'/@+/0++$&/'@$+@\VC9V;2)"B-Z&H9V;2*:0/0++$&/E@)9$;+Z&H9V;2 
--------------------------------------- 

 

'4B) M 
$&/E@),%&'/>#*.:79V;2O"(L+@+D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<= 

 

!"# M  5(&2&/QF"E@),%&'/>#*.:7O"#7O/BE<#+2B&4<4+F/3=!#7O@B9V;2O&4$i'4&- *:0 
O/BE<#+$&/.:#4*.:7O@B9V;2W)-O/BEE&$9(>R#$/0)&Y !(&)!#7O@B9V;2 *:0:&-(R%&$:&7 $G#(,C?E0
(%&9!"&/0++$&/E@),%&'/>#*.:79V;2O"(L+@+D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<= 

!"# I  9V;2,C?E0(%&9!"&/0++$&/E@),%&'/>#*.:79V;2O"(L+@+D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<=
O"#79.S(O"(L+@+9,G&(@R( 

!"# K  !"#4F:#89:;$,/#(8$<=,C?E0<G79!"&/0++$&/'@$+@\VC9V;2)"B-Z&H9V;2*:0/0++$&/E@)9$;+
Z&H9V;2D'"./0$#+)"B-!"#4F:9V;2  Z&H9V;2 *:094O&)&O& (Metadata)  W)-O"#74CW2/7</"&7*:0
<&/0<%&2@\!#756/$//42/+U"B(UF$O"#7O&4/09+C-+5(&2&/*'G7./09,1P,-BG&)"B-/0++$&/'@$+@\VC
9V;2)"B-Z&H9V;2*:0/0++$&/E@)9$;+Z&H9V;2 

,@R7(CR 94O&)&O& (Metadata) O&4B//2'(X?7 O"#7<&4&/U*<)7<&/0<%&2@\,C?9.S(263:@$Y30
*:0/&-:09#C-)O&4:@$Y309LH&0!#7!"#4F:#89:;$,/#(8$<=(@R(f 9VG( 2G&*<)7Q:$&/O/BE<#+ 
2B&4<4+F/3=!#79V;2O"(L+@+ (Physical Condition Tag) 2G&*<)7Q:$&/O/BE<#+Z&H9V;2 (IQA Tag)   

!"# [  5(&2&/QF"E@),%&'/>#*.:7O"#7E@)D'"4C/0++$&/E@),%&'/>#*.:79V;2O"(L+@+D'"#-FGD(/F.
!#7!"#4F:#89:;$,/#(8$<= 9H>?#D'"P)"Z&H9V;2O&44&O/T&(Z&H9V;2O&4/09+C-+5(&2&/*'G7./09,1P,-
BG&)"B-/0++$&/'@$+@\VC9V;2)"B-Z&H9V;2*:0/0++$&/E@)9$;+Z&H9V;2 X̂?7#-G&7("#-4&O/T&()@7$:G&B
O"#74C/F.*++ /0)@+<C *:02B&4:09#C-)  )@7(CR 

Z&H,C? M : )"&('("& $%&'()9.S( JPEG  8-bit Grayscale 100  dpi  

 Z&H,C? I : )"&('("& $%&'()9.S( TIFF Black & White 200  dpi 

 Z&H,C? K : )"&(':@7 $%&'()9.S( TIFF Black & White 200  dpi 

!"#J  5(&2&/QF"E@),%&'/>#*.:7O"#7+@(,X$!"#4F:#89:;$,/#(8$<=,C?P)"E&$$&/E@),%&'/>#*.:7PB"
9.S(Pa:=!"#4F:#89:;$,/#(8$<=W)-O@R7V>?#Pa:=!"#4F:#89:;$,/#(8$<=D'"4C2B&4'4&-<>?#UX79(>R#'&!#7!"#4F: 
4C/F.*++*:0W2/7</"&7!#7V>?#,C?VGB-D'"<&4&/UO8)O&4'/>#<>+2"(P)"7G&- *:0V>?#Pa:=E0O"#7P4G R̂%&$@( 
,@R7(CR D'"9.S(P.O&4/09+C-+5(&2&/*'G7./09,1P,-BG&)"B-/0++$&/'@$+@\VC9V;2)"B-Z&H9V;2*:0
/0++$&/E@)9$;+Z&H9V;2 



'4B) I 

$&/O/BE<#+*:0/@+/#7$/0+B($&/E@),%&'/>#*.:79V;2O"(L+@+D'"#-FGD(/F.!#7 
!"#4F:#89:;$,/#(8$<= *:0$&//@+/#7263Z&H!"#4F:#89:;$,/#(8$<= 

 

!"# _  5(&2&/QF"E@),%&'/>#*.:7O"#7E@)D'"4C/0++$&/O/BE<#+*:0/@+/#7$/0+B($&/E@),%&
'/>#*.:79V;2O"(L+@+D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<= *:0$&//@+/#7263Z&H!"#4F:#89:;$,/#(8$<=  

!"# `  5(&2&/QF"E@),%&'/>#*.:7O"#7O/BE<#+263Z&H!#792/>?#74>#'/>##6.$/3=,C?DV"D(
$/0+B($&/E@),%&'/>#*.:79V;2O"(L+@+D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<= 9H>?#D'"4@?(DEBG&92/>?#74>#
'/>##6.$/3=)@7$:G&B<&4&/UE@),%&'/>#*.:79V;2O"(L+@+D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<=P)"#-G&74C
./0<8,58Z&H<4?%&9<4# 

!"# b  5(&2&/QF"E@),%&'/>#*.:7O"#7O/BE<#+$/0+B($&/E@),%&'/>#*.:79V;2O"(L+@+D'"#-FG
D(/F.!#7!"#4F:#89:;$,/#(8$<= D'")%&9(8($&/P.O&4!@R(O#(*:0$/0+B($&/.N8+@O8,C?P)"$%&'()PB"D(
2FG4>#$&/,%&7&(,C?5(&2&/QF"E@),%&'/>#*.:7E@),%&!XR( W)-E@)D'"4CQF"O/BE<#+*:0/@+/#7#-G&7("#-.e:0
'(X?72/@R7 *:0/&-7&(Q:$&/O/BE<#+*:0/@+/#79<(#QF"+/8'&/!#75(&2&/QF"E@),%&'/>#*.:7*:0
5(&2&/*'G7./09,1P,-  

!"# c  5(&2&/QF"E@),%&'/>#*.:7O"#7O/BE<#+263Z&H9H>?#)FBG&!"#4F:#89:;$,/#(8$<=,C?P)"E&$
$&/E@),%&'/>#*.:7(@R( <&4&/U#G&(P)" *:04C2B&424V@) 2B&4<BG&7 !(&) /F.*++ 9.S(P.O&4
4&O/T&(Z&H9V;2O&4,C?$%&'()D(/09+C-+5(&2&/*'G7./09,1P,-BG&)"B-/0++$&/'@$+@\VC9V;2)"B-
Z&H9V;2*:0/0++$&/E@)9$;+Z&H9V;2  

!"# Md  5(&2&/QF"E@),%&'/>#*.:7O"#7/@+/#7263Z&H*:02B&4UF$O"#7!#7!"#4F:#89:;$,/#(8$<=
,C?P)"E&$$&/E@),%&'/>#*.:7 W)-:7:&-4>#V>?##89:;$,/#(8$<=$G#(<G7!"#4F:#89:;$,/#(8$<=,C?P)"E&$$&/
E@),%&'/>#*.:79!"&/0++$&/'@$+@\VC9V;2)"B-Z&H9V;2*:0/0++$&/E@)9$;+Z&H9V;2 9H>?#D'"<&4&/U
->(-@(P)"BG& !"#4F:#89:;$,/#(8$<=,C?P)"E&$$&/E@),%&'/>#*.:74C2B&4'4&-'/>#/F.*++9'4>#($@+9V;2
O"(L+@+ 

 

'4B) K 

$&/+@(,X$':@$T&($&/)%&9(8(7&( 
 

!"# MM  5(&2&/QF"E@),%&'/>#*.:7O"#7+@(,X$':@$T&($&/)%&9(8(7&(E@),%&'/>#*.:79V;2
O"(L+@+D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<= 9H>?#DV"#"&7#87$&/)%&9(8(7&(*:0<U&(0$&/)%&9(8(7&( 
,C?9$8)!XR( /B4,@R79H>?#DV"D($&/O/BE<#+./0B@O8$&/E@),%&'/>#*.:79V;2O"(L+@+D'"#-FGD(/F.!#7!"#4F:
#89:;$,/#(8$<= W)-#-G&7("#-O"#74C$&/+@(,X$':@$T&($&/)%&9(8(7&( )@7OG#P.(CR 

(M) V>?#Pa:=!"#4F:#89:;$,/#(8$<= 
(I) V>?#QF")%&9(8(7&(D(*OG:0!@R(O#(!#7/0++$&/E@),%&'/>#*.:79V;2O"(L+@+D'"#-FGD(/F.!#7

!"#4F:#89:;$,/#(8$<= 
(K) B@( 9)>#( .e*:09B:&,C?)%&9(8(7&(D(*OG:0!@R(O#(!#7/0++$&/E@),%&'/>#*.:79V;2O"(L+@+

D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<=   

-I-



'4B) [ 

4&O/$&/9$C?-B$@+$&//@$Y&2B&44@?(27.:#)Z@-!#7!"#4F:#89:;$,/#(8$<= 
 

!"# MI  5(&2&/QF"E@),%&'/>#*.:7O"#7E@)D'"4C4&O/$&/9$C?-B$@+$&//@$Y&2B&44@?(27.:#)Z@-
!#7!"#4F:#89:;$,/#(8$<=,C?9V>?#U>#P)" #-G&7("#-O"#72/#+2:649/>?#7)@7OG#P.(CR  

(M) $&//0+6O@BO(QF")%&9(8(7&( (Identification) D(*OG:0!@R(O#(!#7/0++$&/E@),%&'/>#*.:7
9V;2O"(L+@+D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<=  

(I) $&/->(-@(O@BO(QF")%&9(8(7&( (Authentication) D(*OG:0!@R(O#(!#7/0++$&/E@),%&'/>#
*.:79V;2O"(L+@+D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<=  

(K) $&/#(6\&O9LH&0QF"4C<8,589!"&UX7/0++$&/E@),%&'/>#*.:79V;2O"(L+@+D'"#-FGD(/F.!#7
!"#4F:#89:;$,/#(8$<= (Authorization) /B4,@R7E@)D'"4C/0++$&//@$Y&2B&44@?(27.:#)Z@-,&7$&-Z&H 

9H>?#.h#7$@(P4GD'"QF",C?P4G4C'("&,C?9$C?-B!"#79!"&UX7/0++$&/E@),%&'/>#*.:79V;2O"(L+@+D'"#-FGD(/F.!#7
!"#4F:#89:;$,/#(8$<=  

([) 2B&4/@+Q8)V#+OG#Q:!#7$&/$/0,%& (Accountability) W)-4C$&/+@(,X$':@$T&( 
$&/)%&9(8(7&(E@),%&'/>#*.:79V;2O"(L+@+D'"#-FGD(/F.!#7!"#4F:#89:;$,/#(8$<= 9H>?#.h#7$@($&/.N89<5
2B&4/@+Q8) *:0DV"D($&/O/BE<#+./0B@O8$&/E@),%&'/>#*.:79V;2O"(L+@+D'"#-FGD(/F.!#7!"#4F:
#89:;$,/#(8$<=  

,@R7(CR 9H>?#D'"<&4&/U->(-@(P)"BG& !"#4F:#89:;$,/#(8$<=<%&'/@+/0++$&/'@$+@\VC9V;2)"B-Z&H9V;2
*:0/0++$&/E@)9$;+Z&H9V;2P)"4C$&/E@),%&'/>#*.:7,C?)%&9(8($&/W)-QF"4C<8,58D($&/9!"&UX79,G&(@R( 

 

'4B) J 

9+;)9O:;) 
 

!"# MK  D'"5(&2&/*'G7./09,1P,-9.S(QF")F*:$&/)%&9(8($&/O&4!"#$%&'()B85C.N8+@O8(CR *:0 
D'"E@),%&/&-7&(9<(#230$//4$&/56/$//4,&7#89:;$,/#(8$<=,/&+#-G&7("#-.e:0'(X?72/@R7 
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