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! SPECTRIA InfoSec Services, “Malicious Code 101 Definitions and Background”

Malicious code is software that performs unauthorized functions causing the normal operation of an
information system to be abnormal. According to SPECTRIA InfoSec Services, malicious code is defined as
“software which interferes with the normal operation of a computer system” or “software, which executes
without the express consent of the user.”

http.//www.webopedia.com

Malicious code is the term used to describe any code in any part of a softwaresystem or script that is
intended to cause undesired effects, security breaches or damage to a system. Malicious code describes a broad
category of system security terms that includes attack scripts, viruses, worms, Trojan horses,backdoors,

and malicious active content.

http.//computer.yourdictionary.com

Malicious Code - technical definition

Programs such as viruses and worms designed to exploit weaknesses in computer software replicate
and/or attach themselves to other software programs on a computer or a network. Because they are designed
to cause harm to a computerA’s or a networkA’s operation, viruses and worms are known as malicious code. In
short, malicious code not only propagates itself but also typically causes damage to a computer system A—

such as denying access to legitimate users, altering or deleting data, or deleting complete file systems and disks.
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